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Librarians have moral, professional, and legal 
obligations to secure and safeguard patron data 
(Cooper, 2016). In Article 4.2 of the Code of Ethics 
for Librarians in the Philippines (2006), it is stated 
that "Librarians shall keep in confidence, information 
acquired in the course of professional service. They 
shall protect the client's right to privacy with respect 
to information sought or received and materials 
consulted, borrowed, or acquired through the library” 
(p.2). The importance of data privacy in libraries has 
been given emphasis worldwide, and this is signified 
by the toolkit written and conceptualized by the 
member libraries of Pacific Library Partnership, a 
library cooperative system that aims to enhance the 
services of public and academic libraries serving 
various counties in the United States. This toolkit acts 
as a guide for librarians to protect patron information 
by providing detailed information on creating and 
maintaining patron privacy programs in the library. 

The “Data Privacy Best Practices Toolkit for 
Libraries” contains both high-level and specific 
information about the development and maintenance 
of all areas of library privacy protection programs. It 
covers various topics, from the data lifecycle and 
managing vendor relationships to creating policies 
and procedures to protect patron privacy. It is also 
made available to other libraries who wish to develop 
or modify their data privacy programs.

The first section of this toolkit outlines why privacy is 
vital in libraries and underlines library clients' right to 
privacy. Moreover, the patron data lifecycle is 

discussed thoroughly in Section 2 of this toolkit. The 
discussion begins by identifying where patron data is 
stored in the library, such as library systems, database 
backups, print management systems, server logs, and 
others. It recognizes and classifies library data into 
two categories: "data about a patron" and "data about 
a patron's activities in the library." This section also 
discusses the six stages of the patron data lifecycle, 
such as collection, storage, access, reporting, 
retention, and deletion, as well as the privacy risks and 
risk mitigation strategies for each stage. This section 
also introduces the idea of "privacy impact 
assessment," which provides a standardized method 
for identifying and assessing various types of patron 
privacy risks in data processing practices. 

The next section of this toolkit covers how libraries 
may provide patrons with the tools and knowledge 
necessary to safeguard their privacy and stay informed 
about other privacy concerns. This section highlights 
library programs and services aimed to educate users 
about the importance of data privacy. Scenarios and 
situations are used to highlight that patron may have 
varied privacy concerns, emphasizing the importance 
of an open discussion with patrons, which has often 
been neglected. We tend to forget that each person is 
unique, and their demands differ. The toolkit includes 
information on how to speak with patrons regarding 
data privacy.

The toolkit's fourth section focuses on 
operationalizing privacy at the library. This section 
discusses how to approach privacy in all aspects of 
library operations and emphasizes the significance of 
privacy policies and notices. It discusses how to create 
data privacy policies and notices, policy standards, 
and best practices and emphasizes that privacy 
policies and notices must be aligned. Additionally, it 
includes instructions for developing an effective 
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continue to create or write a data privacy toolkit fully 
that is applicable to the social and professional 
contexts of Philippine libraries and librarianship, and 
compliant with the Data Privacy Act of 2012.

The toolkit is informative and concise. Concepts and 
ideas were discussed systematically.  Moreover, this 
toolkit is visually engaging, with easy-to-read text and 
illustrations that capture the reader's attention and 
allow them to comprehend the context completely. 
Overall, this toolkit is an excellent resource and a 
great help to librarians who are developing or 
modifying their data privacy programs and seeking 
practical guidance on protecting patron privacy in 
their everyday work. It provides a comprehensive and 
extensive explanation about the development and 
maintenance of the Library Patron Privacy Program. 
Additionally, this toolkit included links to the 
examples of data privacy notices and policies, which 
librarians can use as a guide in drafting their own. The 
toolkit provides readers with an in-depth 
understanding of library data privacy.

Thus, this toolkit is true to its claim that it can be of 
great assistance in helping libraries located in different 
geographic areas in safeguarding patron data privacy 
by providing comprehensive information on 
developing and maintaining a patron privacy program 
for libraries.
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library staff training program. As noted in the toolkit, 
“your library's privacy policies and procedures are 
only as effective as the person with the least amount 
of knowledge and experience with them," (Pacific 
Library Partnership, 2020, p. 26) thus, developing a 
library staff training program relating to data privacy 
matters is essential.

The "Vendor Relationship Lifecycle", which includes 
selection, onboarding, maintenance, and separation, 
can assist in identifying and mitigating privacy issues 
in the library while working with the vendor, was 
comprehensively studied in Section 5 of this toolkit. 
Furthermore, presented at the end of this toolkit are 
the library privacy scholarship, professional 
standards, regulations, and some templates and 
examples that libraries can use to design their contract 
addendums, privacy policies, and privacy workshops.

Libraries obtain patron data as they provide the 
client's information and research needs. Technological 
advancements and this pandemic have had a profound 
impact on the services provided by libraries in the 
Philippines, particularly on how libraries manage 
patron data. If patron data is mishandled and misused, 
data breaches may occur. As stated in Article VII of 
the American Library Association's (ALA) Library 
Bill of Rights (2019), "All people, regardless of 
origin, age, background, or views, possess a right to 
privacy and confidentiality in their library use. 
Libraries should advocate for, educate about, and 
protect people's privacy, safeguarding all library use 
data, including personally identifiable information” 
(para. 8). While this ALA provision is not within the 
specific context of the Philippines, it is nevertheless 
imperative to be aware of and uphold data privacy 
practices in our local libraries.

While we strive to accommodate our clients' 
information needs, we should also secure and 
safeguard their data. Developing and implementing 
patron privacy programs and privacy policies in 
Philippine libraries are good strategies to protect and 
secure patron information. Some would express, 
"Easy to say, difficult to do!" So, how can Philippine 
libraries design and administer a patron privacy 
program if they are unsure of where and how to begin?

This toolkit could be one of the answers. With the 
increasing number of data breaches and privacy 
intrusions recorded globally, this toolkit is of great 
help to libraries in protecting patrons' data privacy 
rights. We can use this toolkit as a guide as we 
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